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BlockchaingProsumers

The BlockchaindProsumers project links Blockchain
technology with prosumers (households that consume
and produce energy at the very same time) and explores
the ways in which blockchain technology can increase the
possibility to make locally generated energy available via
trading platforms or directly to other consumers and users.

Using this technology, participants can perform transactions
without the need for a central certifying authority.

What is it?

As a technology, a blockchain is a distributed ledger of
all transactions across a peer-to-peer network. Using this
technology, participants can perform transactions without
the need for a central certifying authority (Yaga et al,
2019). Potential applications include fund transfers, settling
trades, voting systems etc. Also in the energy sector it can
establish a secure, transparent, automated an decentralized
handling of small-scale energy transactions allowing for the
development of prosumer business models (Hwang, et al.,
2017).

What are we using it for?

Blockchain4dProsumers links two core elements:

O

In order to make locally generated energy available via
trading platforms or directly to other users (Peer-2Peer
trade).



THE WAY
IT OPERATES.

The increasing amount of renewable
energy sources in the energy system
calls for new market approaches to
price and distribute the volatile and
decentralized generation. Local energy
markets, on which consumers and
prosumers can trade locally produced
renewable generation directly within
their community, balance generation
and consumption locally in a
decentralized approach (Mengelkamp
et al., 2018; Saxena et al., 2019).

Our approach is based on a distributed
information and communication
technology in the form of a
blockchain. The peer-2-peer network
of households within the community
can place energy bids for its available
distributed energy sources and an
action mechanism is used to clear
the market and compute the market
clearing price. The marketplace
is implemented in a blockchain
infrastructure where the bids are
stored and smart contracts are used
to implement the calculation of the
market clearing price. The question
to be answered is what is the most
promising blockchain implementation
for this scenario is. This study aims to
assess potential blockchain alternatives
(type, security, privacy).
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TYPES OF
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TECHNOLOGY.
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A public blockchain allows anyone to join
without any permission. It is assumed
that every node in the network will be
rewarded monetarily by being honest and
performing its duty impartially (Pilkington,
2016). Public blockchains use various
types of consensus mechanisms such as
compute-intensive based and capability
based. Compute-intensive mechanisms
have been very popular but they bring high
energy consumption and low transaction
speed (Lai et al., 2020). Examples of public
blockchains are Bitcoin, Ethereum and
Litecoin among many others.
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BLOCKHAIN

In order to solve systemic
vulnerabilities in both public and
private blockchain solutions, the best
of both worlds can be combined in
so-called hybrid blockchains. Within
a hybrid blockchain there is only one
recognized consensus method in the
form of proof-of-activity. Various
combinations are possible within this
proof-of-activity mechanism, which
ultimately leads to a lower energy
consumption compared to a public
blockchain (Cui, et al., 2020).
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Ring signature.

A ring signature is a type of digital signature that can be
performed by any member of a set of users that each
have keys. Therefore, a message signed with a ring signature
is endorsed by someone in a particular set of people.

Mixing service.

A mixing service allows to mix potentially identifiable
information in order to obscure the trail back to the fund’s
original source.

Zero-knowledge proof

Zero-knowledge proof is a method by which one party
can prove to another party that the given statement is true,
without conveying any information apart from the fact
that the statement is true.
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SCORING METHODOLOGY.

Analyzing the possible
combinations of blockchain type,
consensus mechanism and privacy
algorithm resulted in a set of three

alternatives (public, private and
hybrid).

The scoring of these three
blockchain alternatives was created
by using a predefined ranking
methodology (Rankin & Grube,
1980). A panel of researchers ranked
the three suggested alternatives on

a Likert scale (Joshi, Kale, Chandel,
& Pal, 2015) in which the lowest rank
(1) was a labeled as a total disagree
and the highest rank (5) was labeled
as a fully agree.
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CARDS.

COMMUNITY SIZE

ON

PUBLIC.
Owing to its public character,
the community around public

blockchains can easily grow. Anyone
can become part of the community
without prior permission and anyone
can execute transactions and read
the data stored on the blockchain
(Bitcoinist, 2020).
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PUBLIC.

Using a proof-of-work consensus
mechanism, the transaction costs
are estimated around €10,00 for
the energy needed to make that
transaction (Johannes et al.,, 2020).
For Bitcoin the costs of one single
transaction are even estimated at
€420,69 for one transaction (Business
Insider, 2021).
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PUBLIC.

Public blockchains run the risk of a
51% attack on its network meaning
that if one party has a 51% or more
possession of the total calculation
power it can transform the data
stored in the blocks (Lai et al., 2018;
Congcong Ye, 2018).
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PRIVATE.

The community size of private
blockchains is managed by an
M administrator. The more nodes
gare in the network, the more it
becomes decentralized and secure

vy (Cyberheroes, 2017).

PRIVATE.

Private blockchains do not have a
high energy usage. This is partly
L because the consensus mechanisms
& do not consume large amounts of
energy and the community is sizes
vy smaller than the public blockchain
alternative.

PRIVATE.

Private blockchains could be made
up by only a few nodes, which makes
g them vulnerable to cyber-attacks. It
o) is for example simple to organize a
51% attack by hackers. However, the
V) raft consensus mechanism makes it
impossible to reach consensus when
an unidentified machine is detected

the system.

HYBRID.

The hybrid blockchain combining a

public blockchain and an off-chain
LU solution is scalable, meaning that
community size doesn’t matter.

SCOR

HYBRID.

Using Ethereum (proof-of-work

consensus mechanism) translates 1n
L high energy consumption equaling
g €10,00 per transaction.

]

HYBRID.

Using zero-knowledge-proof makes
the transaction data invisible and
LU hence increases the level of privacy.
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PUBLIC.

CARDS.
The usage of a mixing service privacy

PRIVACY algorithm it is almost impossible

g to trace back the individual who is
o behind a certain transaction (Feng

et al.,, 2018). However, one of the
vy disadvantages is the delay it could

cause in the system.

PUBLIC.
Public blockchains are already widely

COMPLEXI I I OF axlzailabllce, hence the implementation
W of a future BC4P application is
IMPLEMENTATION

assumed to be practically doable.
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Full decentralization.

LEVEL OF
DECENTRALIZATION
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PRIVATE.

Whereas the public blockchain is

permissionless, private blockchains
LU are able to grant users permissions.
g In addition to that, ring signatures

ensure the privacy of public keys
vy (Feng et al,, 2018).

HYBRID.

Using zero-knowledge-proof makes
the transaction data invisible and
LU hence increases the level of privacy.
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PRIVATE.

Private Dblockchain solutions are
available. = The  implementation
W of a raft consensus mechanism is
%regared plug-and-play (Ongaro &
O Ousterhout, 2014).
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PRIVATE.

The level of decentralization in

private blockchain solutions depends
J on the number of nodes (Li et al.,
2019).
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HYBRID.

The combination of on-chain'and

off-chain solutions". increases the
W level of complexity, during - the
implementation phase.
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HYBRID.

The hybrid . alternative has a
medium level of -centrality. . The
g public blockchain part is decentrally

o) organized, but the transaction data is
O centrally stored.
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PUBLIC.

The Ethereum blockchain supports
smart contracts.

SCORE

|

PUBLIC.

Transaction costs are high owing
to the energy needed to make a
transaction.
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PUBLIC.

\ Besides the energy needed to make
\ a transaction, also the total costs of a
W blockchain are very high (some rough
estimates are set at $17.832.000.000
per annum).

\ROTAL3 1 =

The energy consumption,
transaction- and overhead costs
are weighing heavily on the public
blockchain alternative.
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PRIVATE. HYBRID.
Hyperledger Fabric is an example Both Ethereum and CCC support the
of a private blockchain solution usage of smart contracts.
a which supports the usage of smart g
contracts.
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PRIVATE. HYBRID.
Compared to the high transaction Compared to the private blockchain
costs of the public blockchain alternative, the transaction costs are

g alternative, the estimated transaction LU high.
o) costs for a private blockchain are
] €0,0000067 (Business Insider, 2021).
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Owing to the size, overhead costs are Overhead costs for the public
way less than the public blockchain blockchain part are high.
LU alternative. LLl
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The private blockchain (Hyperledger Fabric

. ) ; The
combined with a raft consensus mechanism
and ring signature privacy algorithm) scores
high an most of the criteria.

scalable alternative is not
interesting for the BC4P project
owing to high transaction costs and
high energy usage.

In order to test the practical implementation,
a Proof-of-Concept is piloted.



CONCLUSION & DISCUSSION

This study aimed to analyze potential
blockchain alternatives for the
Blockchain4Prosumers project based
on type, consensus mechanism
(security) and privacy algorithms.

been

Three alternatives have

identified:

A public blockchain using a proof-
of-work consensus mechanism and
a mixing service algorithm to cover
privacy concerns.

. A private blockchain using a raft

consensus mechanism and a ring
signature algorithm to cover privacy
concerns.

A hybrid blockchain using a proof-
of-work consensus mechanism and
a zero-knowledge-proof algorithm
to cover privacy concerns combined
with an off-chain solution (CCC) for
the transaction data.

A panel of researchers has critically
ranked these alternatives based
on predefined criteria resulting in
the recommendation of a private
blockchain solution.

Alternatively, a traditional transaction
method in the form of Online
Transaction Processing (OLTP) which
has been piloted In various smart
energy management projects (Nagesh
et al., 2010; Nur Asyik et al. , 2011).
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